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PEKOMEHAALWM NO 3AWLNTE UHO®OPMALIUN B LIENIAX
nPOTUBOAENCTBUA HESBAKOHHbIM ®PUHAHCOBbLIM
OMNEPALINAM

B cootBeTcTBMM Cc TpeboBaHuamK MonoxeHust BaHka Poccum ot 20.04.2021 Ne 757-M*
AkumoHepHoe obuectso AO BTE CneuvannanpoBaHHbIM Aeno3uTapuii JOBOAUT A0 Ballero
CcBefeHNs OCHOBHble pekoMeHZauunn no cobnogeHnio nHpopmaumoHHon 6e3onacHocTu:

1. B oTHoOLWeHUn 3awmTbl MH(popMaLUM OT BO3AENCTBUSA NPOrpamMMHbIX KOAOB,
NpuUBOASALLEro K HapyLeHUIO WTaTHOro hYHKLIMOHUPOBaHUA CpeAcTBa BblYUCIIUTENbHOMN
TeXHUKN (pnanee - BpPEAOHOCHLIM KoAd), B UensX MNPOTUBOAEGNCTBUA HE3aKOHHbIM
c¢hmHaHCOBbLIM onepauusm.

[ns 3awunTbl MHpopmauumn oT BO3OENCTBUS BPEOOHOCHOIO Koga Heobxoanmo:

- Ha cpeacTBax obpaboTkn n nepegaym nHdopmauun (aBToMaTu3npoBaHHoe paboyee
MECTO Mosfb30BaTens, MOYTOBbIA CEPBEP, CUCTEMbI XPaHEHUSA AaHHbIX, MH(OPMALMOHHbIE
cucTeMbl M T.4) MCMOMb30BaTb JNULEH3MOHHOE aHTMBUPYCHOE nporpaMmmHoe obecnedeHve
(oanee - AB3), dyHKUMOHMPYIOLLEE B aBTOMATUYECKOM PEXUME;

- 6a3bl gaHHbix AB3 pomkHbl cBOEBpeMEHHO OOHOBNATLCA (MPeanovYTUTENbHO B
aBTOMAaTUYECKOM PEXNME);

- He pexe OOHOro pasa B Hedesnto NPOBOAMTE MNOSIHOE aHTMBUPYCHOE CKaHWpOBaHWE
cpencTtB 0bpaboTkm M nepegaydn nHgopmauun. Hactporka AB3 gomkHa obecneuntb B criyyae
o6GHapyxeHuss nofospuTenbHble 0ObeKTbl OOMKHbI ObiTb yaaneHbl, a Mpu HEBO3MOXHOCTU
yaaneHusi — 3abnokMpoBaHbl;

- 3anpeTnTb oTKNoYeHne AB3;

- NCMNOMNb30BaHUE TOSbKO NMLEH3NPOBAHHOIO NporpaMmMHOro obecneyeHusi, Noy4eHHoOro
N3 AOBEPEHHbIX UCTOYHUNKOB;

- CBOEBpPEMEHHOE 0OHOBMNEHME ONepaLmMoOHHON CUCTEMbI YCTPOMCTBA U UCNONb3YEMOro B
paboTe NpuKNagHoro NPorpaMmMHoOro obecneyveHms;

- He nocellanTe canTbl COMHUTENbLHOIO COAEPXaHWs, UCNoNb3oBaTb UMbTPALMIO
pocrtyna K WEB — pecypcawm;

- He wucnonb3ynte Ana paboTbl KOMMbITEPbLI, PACNONOXEHHble B MecTax obuiero
nonb3oBaHusa (oTensix, GusHec-ueHTpax), a Takke obLEeAOCTyNHbIE KaHanbl CBA3W (OTKPbITbIE
cetn Wi-Fi);

- nNpn paboTe C SMNEKTPOHHOW MNOYTON Bcerga NpoBepsiiTe agpec OoTnpaBuTens, He
OTKpbIBAWTE NMUCbMA W BIOXEHMS K HWUM, MOSyYEeHHble OT HEW3BECTHbIX OTMpaBUTENEN, He
nepexoauTe No cogepXalimMmMcs B TaKMX MMCbMax CCbIfIKaM.

2. MHdopmauma o BO3MOXHbLIX PpUCKax HeCaHKLUMOHWPOBAHHOro AocTyna
(nanee - HCO) k 3awumwaemon MHcpopmaumm C uenbio OCyLlecTBNEeHMA (PUHAHCOBbIX
onepauun nuuamu, He o6nagaroLWMMM NPaBOM UX OCYLLECTBIIEHUSA.

Puckn HCI moryT Bo3HukaTb BCneacTBue:

1 «TonoxeHue 06 ycTaHOBMEHUN 0653aTeNbHbIX AN HEKPEAUTHBIX (MHAHCOBLIX OpraHU3aLIMi TPeGOBaHMIT K 0BECNEUEHMIO 3aLLUThI
WHpopMaLMKN NpU OCYLLECTBNEHUN AeATENbHOCTUM B cdpepe (hMHAHCOBBLIX PbIHKOB B LIEMsX NPOTUBOOENCTBUS OCYLLECTBIEHMIO
He3aKOHHbIX (PMHaHCOBbIX onepauuiny, (yTB. baHkom Poccumn 20.04.2021 N 757-1)



- yTpaTtbl NoNb3oBaTenem napons uunu ngeHTndukaTopa Aoctyna K MHPOPMaLNOHHbIM
cucTemam, MHbIX KOHPUAEHUNANbHbIX AaHHbIX, TAKMX KaK - 3aKpbITbIA KITHOY/TOKEH, MOCPEACTBOM
TEXHUYECKNX CPEACTB W/MNM BPELOHOCHOTO Koda W MCMOMb30BaHUKM  3M0YMbILLIIEHHUKAMMU
yKa3aHHbIX AaHHbIX C APYrMX YCTPOWUCTB ANs HECaHKLMOHMPOBAHHOIO AOCTYNA;

— BHeJpeHWe Ha yCTPONCTBO BPE4OHOCHOMO KOAA, KOTOPbIM MO3BOMNUT 310YMbILLIEHHUKaM
OCYLLLECTBUTb HECAHKLUMOHMPOBAHHBLIN [OCTYN K MH(OPMaUMOHHBIM pecypcaMm WU MNpOBECTU
(PUHAHCOBbIE Onepauun OT UMeHU KnueHTa KomnaHuu;

— WCMNOMb30BaHUSA 3MOYMbILMEHHUKOM YTEPSHHOrO WAW  YKPaAeHHOro MoBWbHOro
ycTponcTtea gns nonydeHna CMC kogoB, KOTOpblE MOMYT NPUMEHATbCA KomnaHnen B kayecTtse
cnocoba naeHtTndurkaumm Knmenra;

— KpaXu WNN HECaHKUMOHMPOBAHHOIO AOCTyMNa K YCTPOWCTBY, C MCMNOSIb30OBaHWEM
KOTOpOro knmeHT KomnaHuu nonb3dyetca ycnyramm KomnaHum Ons nonyvyeHus AaHHbIX u/wnm
HeCaHKLMOHNPOBAHHOIO A4OCTYNa K ycryram ¢ 9TOro yCTpOUCTBa;

— NOMyYeHUs 3r0YMbILUNIEHHNKAaMM NePCOHanbHbIX AaHHbIX KnMeHTa KomnaHum, napons
n ngeHtudmkaTopa goctyna u/mnm koga s CMC 1 npouunx KoHuaeHUnanbHbIX AaHHbIX NyTem
obmaHa u/unu 3noynotpebneHns goBepuem.

3. WHdopmauum o mepax no npenoTBpaLLEHMIO HECaAHKUMOHMPOBAHHOIO
AocTyna K 3awuwaeMom uMHdopmaumu, B TOM 4YMcne npu yrtparte (notepe, XulieHwUw)
KINMMEHTOM YCTPOMCTBA, C UCMONIb30BaHMEM KOTOPOIro MM COBepLUanMCb AeUCTBUA B Liensx
ocyuwecTBneHus ¢GuHaHCOBOM onepauuu, WHcopmauma B OTHOLUEHMU KOHTpoOns
KOHcburypaumm ycTpomMcTBa, C MCNOSIb30BaHMEM KOTOPOro KIIMEHTOM COBepLUalTCH
OEeNCTBUA B Lenax ocyuwecTBneHuss ¢umHaHCOBOM onepauuu, U CBOEBPEMEHHOMY
OGHapyXeHUI0 BO3O4eNCTBUA BPeAOHOCHOro Koga:

= BbINOSIHEHNSI BCEX PEKOMEHAAUNN, NePEYNCTIEHHbIX B N.1;

— HacTpolka npae goctyna Kk obpaboTke n nepegadn mMHdopMaumm Takmm obpasom,
4YTOObl HECAHKLMOHNPOBAHHbLIA AOCTYN K MHCpOpMaL MM Ha TakoM yCTponcTBe Obinl HEBO3MOXEH
Aaxe npu ytpaTe ycTpolcTBa Bnagenbuem (cpmsmdeckas 3awmta, MDM, MHorodaktopHas
ayTeHTudmkaumna n T7.4.);

= MCNONb30BaHMe YCTPOWCTBA CMNOCOBOM, UCKMOYAOLWMM UK 3HaYUTENbHBIM 0Bpasom
CHMXXatoLeM BO3MOXHOCTb €ro Kpaxu unum ytepu;

— ANnA oCTyna K YCTPOMCTBY UCNONb30BaTh HafexXHble naponu (coyetaHne 6yks/umdp,
6onbLIoOro/Manoro peructpa) u MHoroakTopHyo ayteHTudmkaumio. PerynspHoe obHoBReHue
naponen;

- nepegava 3awuiaemon MHpopmaLmm TONbKO Yepes JOBEPEHHbIE CETH;

- Mcnonb3oBaTh NpU NOBCeAHEBHOM paboTe Nonb3oBaTenbCKMe Npaea, He NO3BOnsoLLme
BHOCUTb N3MEHEHNA B KOHpUrypaLno YCTPOUCTBA;

- OCYLLEeCTBNATb MEPUOONYECKUI KOHTPOMb >XypHanoB AB3, CUCTEMHbIX >XypHaros,
nepeyHer yCTaHOBIEHHbIX NPOrpamMm, 3anyLLeHHbIX MPOLLECCOB M NOAKM0YaeMbIX YCTPONCTB.

4. Ob6ecnevyeHne 06e30nNacHOCTM nNpu paboTe C KIKOYAMM 3INEKTPOHHOM
nognucum:

— [0S XpPaHEHUs KIoYen SNEKTPOHHOM NOANNUCU NCNONb30BaTb BHELUHWE HOCUTENW;

- 0becneuynTb COXPaHHOCTb HOCUTENEW KIoYa 3NEKTPOHHOW MOANUCKU, He nepedaBaTb
TPETbUM NnLaM, N3BNeKaTb HOCUTENN U3 KOMMbIOTEPA, ECIIN OHU HE UCMONb3YITCA AN paboThbl;

— MCMNONb30BaTb HaZEXHblE NAPOnM ANA BXo4a Ha YCTPOMCTBO M ANA JOCTyNna K Knovam
9NEKTPOHHOW NOAMNUCK, HE XPaHUTb MNaposin B TEKCTOBbLIX AOKYMEHTaX Ha YCTPONCTBE;

- peKkoMmeHayeTcs noanvcaHve 3HauyMMbiX (OUHAHCOBbLIX AOKYMeHTOB pAByms Ol
OTBETCTBEHHbIX NNL;



- pekoMmeHayeTcs cpaBHeHue noanucaHHbiX 3l  (PrMHaAHCOBBIX OOKYMEHTOB C
nHcopmaumen un3 6asbl AaHHbIX, HA OCHOBE KOTOpow Obin cdopmMupoBaH UHAHCOBLIN
OOKYMEHT.



